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1. PURPOSE 

This policy is establish to provide guidelines in requesting, use and deploying IT Assets for the COD 

employee in line with the standards set by ITS KSAU-HS.  

2. APPLICABILITY 

This policy applies to all COD staff, faculty, residents, interns and student those who are using IT Assets 

in the College of Dentistry. 

 

3. DEFINITIONS 

KSAU-HS    King Saud bin Abdulaziz University for Health Sciences 

COD    College of Dentistry 

EDUTECH   Corporate Educational Technology Services    

ITS    KSAU-HS - Information Technology Services 

COD- IT   COD - Information Technology  

USERS   Students, faculty, staff, residents, interns 

IT Asset Projectors, computers, printers, scanners, document reader, e-podiums, 

Laptops, iPads, Smart boards, Pointers, Control systems. 

   

4. REFERENCES:  

 
ITS 001:    IT Resources Acceptable Use 

ITS 002:    Information Security - Access Control Policy 

ITS 004:    Password Policy 

ITS 013:    IT Assets Management Policy 

ITS 010:    Information Security Audit Policy 

ITS 003:    IT Operations Management Policy 

 IPP 
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5. POLICY  

 
5.1. COD is the owner of the IT Assets available in the College of Dentistry building.  

5.2. COD-IT department is the custodian, responsible for deployment and first-level of maintenance.  

5.3. To access any asset that require the use of credential, user must use their KSAU-HS username and 

password for login. Sharing of username or password to another user is strictly prohibited. 

5.4. Use of any IT Assets allowed only for Clinical, Educational or evidence based practice.  

5.5. COD-IT department recommending user not saving any data on computer available in the 

Auditorium, Classroom, PBL Room, Clinic, Simulation Lab, and Pre-Dental Lab. All the saved 

data will be automatically deleted on end of the same day. COD-IT is not responsible for any lost, 

stolen or deleted files. 

5.6. Attempt to vandalize or to hack any computer is strictly prohibited and will be subject to 

disciplinary action and legal consequences.  

5.7. COD-IT has the right to check, delete or report any saved files on any of the computer, which 

contains harmful materials and breach level of security. 

5.8. Installation of any unauthorized software is strictly prohibited. COD-IT authorized staffs can 

install any needed software, only after getting an approval from IT Department Head. 

5.9. Users are not allowed to modify or delete any software on any of the computer. 

5.10. User who use the IT Assets are responsible for any damage and immediately report to COD-IT.  

5.11. In case of malfunctions of IT Assets, users should not attempt to repair it. All malfunctions must 

be reported to the COD-IT. 

5.12. Movement or relocation of IT Assets by non-authorized individuals is strictly prohibited. 

5.13. New IT Assets request must be submitted one week prior to the actual required date to COD-IT 

department.  

5.14. COD-IT department is not responsible for any loss of data and do not guarantee full recovery of 

lost data. In case of PC is not functioning properly for any reasons.  

5.15. IT Assets must be returned to COD-IT department from the assigned user at the termination of 

employment, at the end of a contract or assignment before clearance form can be signed by COD-

IT department. 

5.16. Before requesting any service for IT Assets to COD-IT department, user must backup their data, 

before COD-IT department proceed with formatting, hard drive replacement, OS upgrade and/or 

replacement.  

5.17. Users should not delete any work related files prior to COD-IT department taking a full backup. 

5.18. Transfer custody of IT Assets must be approved by COD-IT department prior to transfer to 

another user.  

5.19. At the time of clearance, user must sign “Letter of Agreement” given in APPENDIX – A and all 

official files of individual employee/administrative assistant in the PC will be backed-up and 

stored in a department secured shared folder, refer to “COD-IT - 008 - Shared Folder” policy and 

procedure.  

5.20. The COD-IT department is maintained an up-to-date inventory of all tagged IT Assets and must 

have been available upon requested by the higher management. 

5.21. The employer must not compromise the cyber security of the institution by downloading 

unauthorized files or links.  

5.22. COD-IT is not responsible for any delay in the delivery of IT Assets, COD-IT will deploy IT Assets 

as soon as it receives from ITS.  

 



 

3 

 

 
 

6. PROCEDURE 

 
6.1. Any User or Department can request for any new IT Assets through “Request for Equipment Form” 

as given in APPENDIX – B. After that COD-IT will raise the request to ITS. 

6.2. COD-IT will tag every IT Assets by own generated a tag before deployment. 

6.3. All IT Assets will be configured and installed following the standard set by ITS prior deployment.  

6.4. The COD-IT technician with ITS representative will deploy and install the IT Assets in the presence 

of the requester.  

6.5. The employee needs to fill IT Equipment Installation form as given APPENDIX – C. The form must 

be signed by the employee after deployment and will be tracked within the COD-IT and be submitted 

to the ITS. 

6.6. If user needs to install any educational, clinical, research application / software, the form is given in 

APPENDIX - D, need to be filled out and submitted to COD-IT department, after department Head 

approval. 

6.7. In case of IT Assets damage, theft or loss, the user must report it immediately to COD-IT by filling 

the form that given in APPENDIX – E. 

6.8. COD employee who needs to format his/her PC or do the clearance must sign “Letter of Agreement” 

given in APPENDIX – A. 

6.9. The form must be filled out with complete information and duly approved, otherwise form will be 

sent back to the department.  

 

Note:  Upon the implementation of COD-IT automated helpdesk system, all hard copy forms will be re 

placed by digital forms and all the request should come through a helpdesk system. 
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APPENDIX – A  
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APPENDIX – B  

 

Download link: https://cod.ksau-hs.edu.sa/e-forms/ 
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APPENDIX – C  

 

FORM – IT – Asset Installation Form  
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FORM – IT – Asset Movement Form (CPU and Monitor) 
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FORM – IT – Asset Movement Form (Scanner) 

 

 

 



 

9 

 

 

APPENDIX – D  

 

Download link: https://cod.ksau-hs.edu.sa/e-forms/ 
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APPENDIX – E  

 

Download link: https://cod.ksau-hs.edu.sa/e-forms/ 
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